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APP entities
The National Data Breach (NDB) scheme applies to entities that have an obligation under the Australian
Privacy Principals (APP) 11 of the Privacy Act to protect the personal information they hold. Entities include
Australian Government agencies and private sector and not-for-profit organisations with an annual turnover
of more than $3 million. This includes all entities of any size that trade in personal information and
organisations that provide a health service to, and hold health information about individuals.
Eligible data breach
An eligible data breach arises when the following three criteria are satisfied:




1.

there is unauthorised access to or unauthorised disclosure of personal information, or a loss of
personal information, that an entity holds,
this is likely to result in serious harm to one or more individuals, and
the entity has not been able to prevent the likely risk of serious harm with remedial action.

What is a ‘data breach’?

The first step in deciding whether an eligible data breach has occurred involves considering whether there
has been a data breach; that is, unauthorised access to or unauthorised disclosure of personal information,
or a loss of personal information. The Privacy Act 1988 (Cth) (Privacy Act) does not define these terms.






Unauthorised access of personal information occurs when personal information that an entity
holds is accessed by someone who is not permitted to have access. This includes unauthorised
access by an employee of the entity, or an independent contractor, as well as unauthorised access
by an external third party (such as by hacking).
Unauthorised disclosure occurs when an entity, whether intentionally or unintentionally, makes
personal information accessible or visible to others outside the entity, and releases that
information from its effective control in a way that is not permitted by the Privacy Act. This includes
an unauthorised disclosure by an employee of the entity.
Loss refers to the accidental or inadvertent loss of personal information held by an entity, in
circumstances where is it is likely to result in unauthorised access or disclosure.

Under the NDB scheme, if personal information is lost in circumstances where subsequent unauthorised
access to or disclosure of the information is unlikely, there is no eligible data breach.

The type or types of personal information involved in the data breach
Examples of the kinds of information that may increase the risk of serious harm if there is a data breach
include:





‘sensitive information’, such as information about an individual’s health,
documents commonly used for identity fraud (including Medicare card, driver licence, and
passport details),
financial information,
a combination of types of personal information (rather than a single piece of personal
information) that allows more to be known about the individuals the information is about.

The nature of the harm
Entities should consider the broad range of potential kinds of harms that may follow a data breach.
Examples may include:
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identity theft



significant financial loss by the individual



threats to an individual’s physical safety



loss of business or employment opportunities



humiliation, damage to reputation or relationships



workplace or social bullying or marginalisation.

The likelihood of a particular harm occurring, as well as the anticipated consequences for individuals, are
relevant.
How to notify
When an agency or organisation is aware of reasonable grounds to believe an eligible data breach has
occurred, they are obligated to promptly notify individuals at likely risk of serious harm. The
Commissioner must also be notified as soon as practicable through a statement about the eligible data
breach.
Who needs to be notified?
Once an entity has reasonable grounds to believe there has been an eligible data breach, the entity must,
as soon as practicable, make a decision about which individuals to notify, prepare a statement for the
Commissioner and notify individuals of the contents of this statement.
The NDB scheme provides flexibility — there are three options for notifying individuals at risk of serious
harm, depending on what is ‘practicable’ for the entity.
Whether a particular option is practicable involves a consideration of the time, effort, and cost of notifying
individuals at risk of serious harm in a particular manner.

Option 1 — Notify all individuals
If it is practicable, an entity can notify each of the individuals to whom the relevant information relates. That
is, all individuals whose personal information was part of the eligible data breach.
This option may be appropriate, and the simplest method, if an entity cannot reasonably assess which
particular individuals are at risk of serious harm from an eligible data breach.

Option 2 — Notify only those individuals at risk of serious harm
If it is practicable, an entity can notify only those individuals who are at risk of serious harm from the eligible
data breach.

Option 3 (Publish notification)
Option 3, which can only be used if Options 1 or 2 are not practicable, requires an entity to publish a copy
of the statement prepared for the Commissioner on its website, and take reasonable steps to publicise the
contents of that statement.
Timing of notification
Entities must notify individuals as soon as practicable after completing the statement prepared for notifying
the Commissioner.
Considerations of cost, time, and effort may be relevant in an entity’s decision about when to notify
individuals. However, the Commissioner generally expects entities to expeditiously notify individuals at risk
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of serious harm about an eligible data breach unless cost, time, and effort are excessively prohibitive in all
the circumstances.
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